
Tactical Key Management Device 

(TKMD)

TKMD Operating Modes: The TKMD can function in the following Modes:

1. OTAR KMF The TKMD can operate as a Key Management Facility (KMF) for a stand-alone or 
networked Project 25 OTAR System.  An individual TKMD can support up to 500 (and optionally 1,500) 
subscriber radio units.  A network of TKMDs with a central server can support a virtually unlimited number of 
subscriber radio units.

2. OTAR Subscriber Unit The TKMD can participate as a Project 25 OTAR Subscriber Unit and interact 
with another Key Management Facility to receive Key Material from that KMF.  If desired, that Key Material 
can be redistributed to other Subscriber Units while the TKMD is operating as the OTAR KMF.

3. Key Fill Receive The TKMD can operate as a Subscriber Unit and receive Key Material from Project 
25-compliant Key Fill Device (KFD).

4. Key Fill Device The TKMD can act as a Key Fill Device for any Project 25-compliant Subscriber Unit.

Stand-Alone Operation As a stand-alone Key Management Facility (KMF) the TKMD is connected directly 
or via an Internet Protocol connection to the RF Resource(s) used in the OTAR System.  The TKMD in this 
mode will support OTAR in a campus environment (example: Airport, Embassy, etc.).  As a standalone KMF, 
the TKMD can also support transportable field operations such a First-Responder Incidents, SWAT and other 
needs to quickly distribute interoperability keys.

Network Operation: Distributed verses Centralized: In a traditional OTAR System, a central KMF services 
all radios in the system and hence requires full time data connectivity to all RF Resources in the system.  For a 
large system with potentially 10ôs of thousands of Subscriber Units, maintaining this connectivity as well as 
being able to have adequate KMF resources to handle multiple simultaneous Subscriber Unit OTAR operations 
can be challenging and result in frequently failed or delayed OTAR operations.

The TKMD in a network environment is a distributed OTAR System where each of the distributed TKMDs 
support only the Subscriber Units in range of the RF Resource(s) assigned to that TKMD.  Connectivity to the 
IP Network is not required for basic OTAR operation.  Connectivity to the IP network is only required to 
import new Key Kettle Files (when the Key Material is updated), to share the encrypted updated Subscriber 
Unit Files after OTAR operations (if enabled) or to request the Subscriber File from the network if an unknown 
Subscriber Unit attempts to perform an OTAR Registration on the local node.
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Networked TKMDs

Networked TKMDs
¶ Share Subscriber Status Files On each OTAR subscriber radio update, the results of the update can 

be sent as an encrypted file to all TKMDs designated as sharing.

¶ Updated Key File An encrypted file containing updated key material can be distributed via IP to all 

networked TKMDs

¶ Unknown Subscriber Unit If a subscriber is not found in the locally stored subscriber database, a 

ñQueryò is sent to all networked TKMDs to see if the unknown subscriber is contained in any network 

TKMD database.  If it is, the file is encrypted and sent to the requesting TKMD to permit OTAR 

operation for the unknown subscriber.
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