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Christine Wireless, Inc.

e Based in Ellicott City Maryland
e Consulting on Standards-based Wireless Technology
especially APCO Project 25

—AES and DES Encryption implementation and testing
—FIPS 140-2 Product Certifications
—Cryptographic Key Fill Devices
—Over-the-Air Rekey (OTAR) Implementations
—\Voice-Over IP Conventional Fixed Station Interface
design and implementation

* Richard Brockway: President, Owner



Christine Wireless - Background

e Started and ran Racal/Thales Communications Public
Safety Radio Business, 1993-2003 (Racal/Thales 25
radio)

e 2003: Started Nexus Wireless, Inc. (radio designs) Sold
IPR/Name in 2005- changed company name to
Christine Wireless, Inc.

e Active Participant in Project 25 since 1993: Chaired
TIA Encryption Committee for 4 years

e 2003-present: Engaged in Project 25
Consulting/Technology Hardware/Firmware



The Benefits of Migrating to an
Internet-Protocol Based System
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Internet-Protocol Connected System




Benefits of Standards Based IP Systems

Interoperability (frequency bands, manufacturers,
technologies)

Scalability-Very small through very large systems

Flexibility/Rapid re-configurability (Incident
response)

Cover a wide geographic region
Economy (low cost IP circuits)
Enhanced security

Enhanced reliability




Difficulties in Migrating to an
[P-Based System
* Most currently installed legacy equipment 1s not

[P-capable or upgradable to IP-total replacement
required

* Most current IP-Based solutions are manufacturer
proprietary-once you pick the proprietary solution
you can only buy from that manufacturer

* Most current IP-Based solutions are expensive

Solution: Radio Internet-Protocol
Communications Module (RIC-M)



RIC-M Features/Benetits

RIC-M provides an IP gateway for currently installed legacy
Motorola Astro™ Conventional and analog equipment-reuse current
equipment, not replace it

RIC-M uses TIA-standard IP and interoperates with equipment from
multiple Dispatch Console and Base Station manufacturers-freedom
on vendor selection for future equipment

RIC-M supports phased migration to IP while maintaining
interoperability with installed legacy systems

Installed legacy equipment has several more years of useful life:

defer equipment replacement while enjoying the benefits of IP
based communications

RIC-M puts the radio system owner back in control
of the migration process



RIC-M Overview

RIC-M is an after-market protocol converter: Converts
Motorola Conventional ASTRO™ V.24 serial
communications into Project 25 standard Internet-
Protocol.

RIC-M interoperates with multi-vendor Project 25-
capable Dispatch Consoles.

RIC-M can also connect with another RIC-M over IP
without a Dispatch Console (autonomous mode).

RIC-M handles analog, digital voice (encrypted and
unencrypted), Packet Data, TSBKs as well as remote
control commands.

RIC-M is configured via a web browser over IP and
firmware can be updated remotely over IP.



RIC-M History

Concept addresses a requirement identified by the Department of Interior
Radio Laboratory in Denver Colorado in early 2011.

Department of Homeland Security Science and Technology Directorate
funded development effort in November 2011.

First demonstration of concept at DOI Radio Lab in August 2012.

DHS Operational Field Assessment test at DOI Radio Lab in November
2013.

Final Delivery of design (Tier 1 IPR) to DHS in December 2013-Intellectual
Property Rights (IPR) owned by DHS.

March 2015 Christine Wireless, Inc. receives license agreement under a
CRADA for manufacture and sale of RIC-M from DHS.

DHS RIC-M demonstration at IWCE in March 2015.
DHS RIC-M demonstration at APCO in August 2015.



RIC-M Applications

Elimination of expensive and hard to get copper telephone circuits
to interconnect Conventional Motorola ASTRO™ system elements.

Allow addition of non-Motorola base stations (e.g. Codan, ICOM)
and other equipment into a Conventional Motorola ASTRO™
system.

Use non-Motorola Dispatch Consoles with a Conventional Motorola
ASTRO™ gystem. Dispatch consoles from Avtec, Catalyst, Telex-
Bosch, Moducom and Zetron

Facilitates the transition to modern IP-Base connectivity while
retaining installer equipment.

Re-location of elements of a Conventional Motorola ASTRO™
system to diverse locations using IP connections.

Applicable Products: Quantar™, GTR-8000™, PDR-3500™™,
ASTRO-TAC 3000™, DIU-3000™and TXM 2000™,



RIC-M Capabilities

e Digital Project 25 voice (Encrypted and unencrypted)

» Analog Voice (4 wire E&M)

» Confirmed and Unconfirmed Project 25 data including Over-
the-Air-Rekey (OTAR) messages

e Virtual Com port for remote Radio Service Software (RSS)
application via Internet-Protocol

« Remote Control of connected Base Station equipment

» Conventional Control and Signaling (TSBKs)

 Authenticated Remote Firmware Update via Internet-Protocol

» Connects to Conventional Motorola ASTRO™ system elements
with and without V.24 board.

* Interconnects via Internet, private intranet, satellite, cellular and
Virtual Private Networks (VPN).

» Web-based (browser) setup and monitoring



Project 25 TIA Standards

* RIC-M 1s compliant with the Project 25 TIA-
102.BAHA published standard.

* RIC-M also mcorporates Project 25 TIA
Standards for:

— Packet Data
— TIA-102.BAHA-A



RIC-M Network Application

Remote Base Station Site 1 Remote Base Station Site 2

Legacy Base Station Legacy Base Station

Equipment RIC _M /») o w RIC _M J//" Equipment

Other Radio <l_: /_@;‘ net or Privat Q’;_,—:>Other Radio

Systems

AP Network ‘ Systems

4 .

- S

. - Web-based Monitoring
Multi-vendor Dispatch Console 1 Birmware/Configuratim Upload

Multi-vendor Dispatch Console 2
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RIC-M Testing

Federal Agencies: US Marshals Service, FBI,
FPS, CBP, etc.

Department of Interior Radio Laboratory

Dispatch Console Manufacturers
DHS Test Report November 2013



Ongoing Research, Development, Test, and Evaluation

29 RIC-Ms currently deployed in a multi-state private radio network for daily live
operational testing 24/7

Radio system operated by a Christine Wireless partner organization

— Simulates a true “real world” environment

— Separate from critical Public Safety radio systems
Multi-site, multi-band, multi-frequency radio network

— Repeaters located in MD (2), VA (2), TN (3), and FL (1)
CradlePoint router / firewall / modems used at the repeater sites

— RIC-Ms use HDLC Client Tunnel Mode

— AES-256 SHA2 256 IPsec VPN Tunnels for enhanced security
Operates using multiple wired and wireless carriers

— Comcast, Spectrum, Verizon, AT&T, and US Cellular

— Repeaters backhauled over IP to a central ATAC-3000™ comparator

— RIC-Ms use HDLC Server Tunnel Mode with 4 times repeat of voice packets
Multi-vendor subscriber radios used for testing

— utilize AES-256 encryption full-time

Repeaters use the RIC-M Virtual COM Port to enable remote management and
diagnostics



Web Resources

www.christinewireless.com

https://www.acgsys.com/product/ric-m-radio-
ipcommunications-module/

http://www.firstresponder.gov/TechnologyDocuments
/Conventional%20Fi1xed%20Station%?20Interface%20
Operational%20F1eld%20Assessment.pdf

http://www.dhs.gov/science-and-technology/can-you-
hear-me-now




RIC-M Setup

Web Browser Setup (Edge, Explorer, Mozilla, Chrome, Safari)-Chrome
recommended

Homepage accessible without user name and password
Other pages require user name and password
User name and password can be set by user

Reset mechanism (entering ““shift z” on RS-232 during startup) restores
factory defaults

Factory defaults:
— User Name: admin
— Password: dhsricm
— 1P Address 192.168.1.204 (https://192.168.1.204 for RIC-Mz)
— [P gateway 192.168.1.1




RIC-Mx Home Web Page

Firmware Build Date

* Navigate to other pages using these
buttons

* Password and User Name required to
access other pages

* Default User Name: admin

* Default Password: dhsricm

» Overview

File Uploads

Network
Configuration

Remote
Configuration

Board
Configuration

SNMP
Configuration

[} DHS Radio Internet-Prot. x

= C | ® 192.168.1.205

(N Christine Wireless, Inc

R*C-M
i —

Radia Internet-Protocol Communications Module
Deveinped by DHS Slence and Teehmiogy Directorate

Ellicott City Maryland

410-961-7331
www.christinewireless.com

dio Internet-Protocol Communications Module (RIC-M)

Stack Version: 730
Firmware Build Date: Apr 30 2018
Web Page Revision Date: April 30, 2018

This site is configuration web pages for the Radio Internet-Protocal Communications Module
(RIC-M). This interface device translates manufacturer-specific external communications
protocols into TIA 102.BAHA and TIA 102-BAHA-A Fixed Station Interface standard Voice-
over-Internet Protocol. The IP address for the device can be changed using the Network
Configuration web page.

Copyright © 2012-2018 Christine Wireless, Inc. under license from DHS Science and Technology




RIC-Mz Home Web Page (https)

' [} DHS Radio Internet-Prot. %/ [*) DHS Radio Internet-Prot. X

< C' A Notsecure | hitps//192.168.1.204

Christine Wireless. Inc
Ellicott City Maryland
410-961-7331
www.christinewireless.com

Radio Internet-Protocol Communications Module (RIC-M)

. . ~
Navigate to other pages using these buttons \
. . Overview
Password a'nd User Na'me requlred tO File Uploads  vou arc entering an Official United States Government System. which includes: (1) this computer: (2) this
computer netwark: (3) all computers connected 1o this network: and (4) all devices and storage media attached to

access other pages Network s network or to a computer on this network, and may be vsed only by authorized users for autborized purposes,
Cnnﬂguratinn Unauthorized access is a violation of the laws of the U.S. and the policies of the U.S. Department of Homeland
Security. and may result in administrative or criminal penalties. Every cffart is made to ensure the quality,

Default User Name: admin [ e s i A i

c

. . This site is mai by the U.S. Government and is designed to comply with fedoral laws of the United States. It
Default Password. dhsrlcm is protectect by various provisions of Title 18, United States Code, Section 1030, and other federal or state eriminal
Board . civil Liws, Violations of Title 18 are subject to criminal prosscution in federal court,
5 d lf Configuration
Browser may warn on security due to self- I R e T——
SNMP expectation of privacy when you use this information system: this includes any communications or data transiting

or stored on this information system. At any time. and for any lawful government purpose. the government may.

signed X.509 certificates. Go to browser N . i gk e i s oo o e i e 1

system, The gt may disclose or use any or data transiting or stored on this
A dV ance d / 0 t oS lt e an avy or cre at ea information system for any lawful government purpose, including but not limited to law enforcement purposes.
g Y W y Anyone who accesses a Federal computer system without autherization or exceeds their access authority, and by
. . any means of such conduet obtains, alters, damages. destroys, or diseloses information, or prevents autherized nse
Securlty eXCCpthl’l W eb pages are secure of information on the computer, may be subjcet to fine or imprisonment, or both, If any materials an this site or use
. s of this site are contrary 1o the law of the place where accessed and viewed. he site is not intended for aceess and
view and shall not be used or viewed. Therefore, viewers are responsible for informing themselves of the laws of

but the browser C annot authentlc ate the their specific jurisdiction and complying with them,
. You are NOT authorized to process classitied information on this system.
X.5009 certificates.

Copyright © 2012-2018 Christine Wireless, Inc. under license from DHS Science and Technology




Network Configuration Web Page

' [) DHS RadioInteret-Prot x /' [} DHS Radio Internet-Prot. x|

<«

C' | A Notsecure | hips//192.168.1.204/protect/config.htm

File Uploads

Network
Configuration

Remote
Configuration

Board
Configuration
SNMP
Configuration

Christine Wireless, Inc
Ellicott City Maryland
410-961-7331
www.christinewireless.com

Radio Internet-Protocol Communications Module (RIC-M)

oveniew . Network Configuration

Stack Version: 7.30 /
" . Jun 19 2018

Firmware Build Date: ot

Web Page Revision Date: June 19, 2018

CAUTION: Incorrect settings may cause the board to lose network connectivity,

Local RIC-M

MAC Address: 80:1:12:1d:7a:6b

1P Address: 192.168.1.204 |

Subnet Mask: 2552552550 | /

Gateway: 192.168.1.1 /

External IP Address:  0.0.0.0 W

Control DSCP: 34 | /

Voice DSCP: 46

Data DSCP: 46 /
| Save Config

Copyright © 2012-2018 Christine Wireless, Inc. under license from DHS Science and Technology
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L —

| —

Revision Information (RIC-Mz only)
Board MAC Address

Board IP Address Setting

[PV4 Subnet Mask

Gateway

- — External IP Address if port forwarding is used
— Quality of Service Settings
—— Enter Button to Save/Apply Changes

Note: The IP Address and Gateway must be
within the [P Mask. Entries will be rejected if
they do not comply with this rule. If you want to
make changes, all changes must be entered at the
same time and comply with this rule.



Board Configuration

Web Page

[ DHS Radio Internet-Prot

% ' [ DHS Radio Internet-Prot. %

< C' | ® 192.168.1.205/protect/board.htm

o

Christine Wireless, Inc

W Y — Ellicott City Maryland
i 410-961-7331

Radia Internet-Protocol Communications Module www.christinewireless.com

Develaped by DHS Stience and Technalogy Directorate

Overview
File Uploads

Network
Configuration

Remote
Configuration

Board
Configuration

SNMP
Configuration

Radio Internet-Protocol Communications Module (RIC-M)
Board Configuration

RIC-M: User Name: | Password:
Analog Audio Gain: Tx: |8 Rx: 64
Analog Control Mode: E and M Lead Control v

Virtual Com Port

= Not Set v Port: 23
Option:
Virtual Com Port: User Name: Password:
Debug Enable: USB: USB V.24 /O Enabled v RS-232: Debug Enabled v
Connection Option: No Quantar v
RIC’.M Behavior Quantar Emulation v Latency: 14 v
Option:
) Voice/Data Transport:
i Standard RTP
RTP Option andar v R °
GPS Forward Option:  No Forwarding v

Output Site Number: 41
DFSI NAC (decimal): 3966

V.24 Input Clock: External Clock v
V.24 Output Clock: Internal Clock v
V.24 Connection V.24 Board v
Save Board Config Reset RIC-M

1. Options applied after board reset, Gain settings applied real-time.

2. Enhanced RTP should not be used when connecting to a Dispatch Console.

3. Be careful when changing the RIC-M User Name and/or Password

If you forget them you will not be able to return to any of the protected setup pages.

& - O x

Copyright © 2012-2018 Christine Wireless, Inc. under license from DHS Science 2nd Technology




Board Configuration: Analog Setup

\ (=) e
[ DHS Radlio Internet-Prat. % [ DHS Radio Internet-Prat. %
< C' | © 192.168.1.205/protect/board him v
ﬂ?“\\\ Christine Wireless, Inc
R\“ {i‘y//‘ p— Ellicott City Maryland
i 410-961-7331
Radia Intermet-Protecol Communications Module www.christinewireless.com
Develapent by DM Slence-and Tectnniogy Direcianite
Radio Internet-Protocol Communications Module (RIC-M)
S Board Configuration : :
—— g — Tx Gain Adjustment (0-255)
ile Uplo:
Network e F— i Nim&_—. RX Galn Ad_]ustmel’lt (0_255)
e Analog Audio Gain:  Tx: B Rx: 64 . i X .
Anslog Control Mode: |E and M Lead Contol « * Gain adjustments are applied when entered without
Remote i
Configuration | o Netse v portis resetting RIC-M
Board Virtual Com Port: User Name: | Password: |
Configustion | Debug Ensble: Use: USS V24 U0 Evabied 5 RS 252 [Debg Enalos * Eand M Lead Control must be enabled here to be
SNVIP Connection (:Alptinn: No Quantar v aCthe
Configiaion RIC»,M Behanmor Quantar Emulation Latency: 14 hd
Option: — -
RTP Option: Standard RTP VSiiJ‘.;!' 9??".1’“??:"1
GPS Forward Option:  No Forwarding v .
Output site Number: 41 —e* Save Board Config saves the changes and applies
DFSI NAC (decimal): 3986 gain Settings
V.24 Input Clock: ‘External Clock v
V24 Output Clock: Inlemal Clock __» —¢ Reset RIC-M required to apply non-gain changes.
V.24 Connection V.24 Board [
Save Board Config ResetRIC-M / Causes a power up reset of RIC-M
1. Options applied after board reset, Gain settings applied real-time.
2. Enhanced RTP should not be used when connecting to a Dispatch Console.
3. Be careful when changing =
If you forget them you will not be able to return to any of the protected setup pages.
Copyright © 2012-2018 Christine Wireless, Inc. under license from DHS Science and Technalogy




Analog Connection to Quantar™

Cable from 50 pin “telco” connector on back of Quantar™ to RJ-45
Wireline connector on RIC-M

Wireline Connections The connections for the 8 pin RJ-45 Wireline Connector are as follows:

RJ-45 | Function RJ-45 Wire Color | Quantar™ Telco Cable Color
Pin Connection Pin
1 Ground Orange/White 7 Blue
2 M-Lead to RIC-M Orange 18 Gray/Red
3 Analog Input to RIC- Green/White 2 Brown
M+
4 Analog Output from Blue 1 Black
RIC-M+
5 Analog Output from Blue/White 26 Black/White
RIC-M-
6 Analog Input to RIC- Green 27 Brown/White
7 E-Lead to Quantar™ Brown/White 47 LT Yellow/Red
8 Pullup Voltage for M Brown N/C
Lead
The following are
jumpered together
Jumper | +5VDC 8 Purple
Jumper | Ext PTT In + 22 LT
Yellow/Black
Jumper | Rx Stat Out + 43 Gray/Green

RJ-45

50 Pin “Telco” Connector



Board Configuration: RS-232 Options

[} DHs Radio Internet-Prot. > [} DHS Radio Intemet-Prot

=

C | (D 192.168.1.205/protect/board htm

N

R™C-M

Radlo Internet-Protocol Communications Module
Develapea by DHS Stience and Tectmalogly Divecrorate

Christine Wireless, Inc
Ellicott City Maryland
410-961-7331

www.christinewireless.com

Radio Internet-Protocol Communications Module (RIC-M)

Board Configuration

Password:
Rx: B4

v Port: 23

Password:

Debug Enable: USB: USB V.24 I/O Enabled v | RS-232:| Debug Enabled v
| Debug Enabled

Overview
File Uploads
RIC-M: User Name:
anF r::on Analog Audio Gain: Tx: 8
Analog Control Mode: | E and M Lead Control v
i Virtual Com Port NS
Configuration Option: |
Board Virtual Com Port: User Name:
Configuration
SNMP Connection Option: No Quantar
< Rh:-_M | Quantar Emulation ¥
Option:
RTP Option: | Standard RTP

GPS Forward Option: | No Forwarding
Output Site Number: |41
DFSI NAC (decimal): 3966

V.24 Input Clock: | External Clock
V.24 Output Clock: Internal Clock
V.24 Connection V.24 Board

| save Board Config

v

Latency: Disabled

Vcice/D; Debug Enabled

UDP virtual COM Enabled
i Async HDLC<->|P Enabled
Asyne HDLC<->V.24 Enabled
V.24 I/0 Enabled
v
Reset RIC-M

1. Options applied after board reset, Gain settings applied real-time.
2. Enhanced RTP should not be used when connecting to a Dispatch Console,
3. Be careful when changing the RIC-M User Name and/or Password.

If you farget them you will not be able to return to any of the protected setup pages.

Debug Enabled: RS-232 provides detailed insight into RIC-M
operations. Use a terminal emulation program such as
TeraTerm or Putty and settings 115,200 bps, 8N1.

Disabled: RIC-M RS-232 port inactive

Virtual COM Enabled: RS-232 9 pin D connector on a RIC-
M located at remote site can be connected to Quantar™/ATC-
3000™ Radio Service Software port. RSS software can access
remote equipment over IP through an intermediate Virtual
COM PC software application such as NetSerial.

Async HDLC<->IP Enabled: Special mode for TXM-2000™.
Converts HDLC asynchronous at 19,200 bps to IP for transport
Async HDLC<->V.24: Special mode for TXM-2000™.
Converts HDLC asynchronous at 19,200 bps to V.24 HDLC
synchronous 9600 bps.

V.24 1/0 Enabled Provides a formatted output of the V.24
Input and Output messages

Copyright © 2012-2018 Christine Wireless, Inc. under license fram DHS Science and Technology




Virtual COM Port

<——i—_,  Internetor
~_  Private
/IP Network

S

Quantar™

0000 9000000

5=38

o

3%

ATAC-3000™

5 0000 ©o0000

Computer Software

Radio Service Net Serial
Software COM Port
IP Address
~<g—COM Port N—p» TCP Port l—IP—p>

Password
User ID
Optional
Encryption

Virtual COM Port allows operation of Radio Service Software (RSS) from a remote computer.

Works with Quantar™ or ATAC-3000™ RSS ports.

Multiple remote units can be managed from a single computer by setting multiple virtual COM ports in NetSerial.
Encryption requires a RIC-Mz with TLS.



Board Configuration: Virtual COM Port Setup

[ DHS Radio Internet-Prat. % ' [1) DHS Radia Internet-Proic X |

& C | ® 192.168.1.205/protect/board.htrr

\\“?’f//
Ihl‘ —

Radio Internet-Protocal Communications Module
BDevelapen by DHS Stience and lechaniogy Dirextarate

Christine Wireless, Inc
Ellicott City Maryland
410-961-7331
www.christinewireless.com

Radio Internet-Protocel Communications Module (RIC-M)

Overview

Board Configuration

Set to require user name/password

Set port to match Net Serial. Does not have to be 23 Must be 992
for RIC-Mz Secure Operation

Default user VCOM user name: admin

Default VCOM password: microchip

Enter your own user name/password if desired

If you forget your credentials, the RIC-M can be restored to
factory defaults by connecting to the RS-232 connector at
115,200 bps and holding down the “shift z” keys during initial
power up. Erases all user parameters including IP address
Enable RS-232 for Virtual COM

File Uploads

RIC-M: User Name: Password:
Network .

Analog Audio Gain: Tx: 8 Rx: 64

o ration nalog Audio Gain:
Analog Control Mode: E and M Lead Control v

Remote Virtual Com Port
N ort: 23

Configuration Option: Require Name/Password V/

Virtual Com Port: User Name: Password:
Board <—
Configuration Debug Enable: USB: USB V.24 O Enabled v | RS-232: Virtual COM Enabled v
SNMP Connection Option: No Quantar v
[s IC-M Behavi
: Al .M Quantar Emulation v Latency: 14 v
Option:
. Voice/Data Transport:
RTP Option: Standard RTP uop '
GPS Forward Option:  No Forwarding v
Output Site Number: 41
DFSI NAC (decimal): 3966
V.24 Input Clock: External Clock v
V.24 Output Clock: Internal Clock v
V.24 Connection V.24 Board ¥
Save Board Config Reset RIC-M

1. Options applied after board reset, Gain settings applied real-time.
2. Enhanced RTP should not be used when connecting to a Dispatch Console.
3. Be careful when changing. I

If you forget them you will not be able to return to any of the protected setup pages.

Copyright © 2012-2018 Christine Wireless, Inc. under license from DHS Science and Technology




Virtual COM Port Setup-PC

File Service Cof Connectio

= H|EI
1

Connection Type

(®) Serial

Serial Settings

Serial Port Ccom1L

Baud Rate 9600

Modem Settings

Phone Book

Phone Number

Moscad Response Time Multiplier

Connect/Dial

(O Modem

Modem Configuration

5555555555

DisconnectfHang Up

]Disconnected

Status  Trace

¥ Enable trace

Clear
Save Log
Open Log

Trace Options

License
Configure

Help

il T

About
Buffer Used: 0% o

Open Net Serial-available from pcmicro.com

Set parameters to match RIC-M setting: default VCOM user
name=admin, default VCOM password=microchip

If desired, open and enable NET Serial Trace to monitor session.
Enable Hex Display

Open Motorola RSS and Connection Screen

Set PC COM port on RSS to match the COM port selected on NetSerial
Connect to remote equipment on RSS and read remote Quantar™
/ATAC-3000™

é]_ NetSerial Configuration v4.17 X

[EETE | Port Praperties for COM1
Port Mode
* Outbound " Inbound " Virtual Modem

Outbound Connections
™ Use Multiple Server Failover

TCP Port  Server [P Address:
[23 {192.168.1.204

Test Server Connection

User Credentials
¥ Use Credentials From: IUse Credentials Below LI

Username: Iadmin

Password: | xxxxxxxxx

Encryption

™ Enable Enciyption using:

Connection Type

| Telnet _ﬂ

™ Reguest Remote Telnet Echo
[ Accept Local Telnet Echo
™ Request Binary Connection

COM Port Options
[V Set DSR High I” DTR Emulation
[V SetCTS High ™ Auto Reconnect

¥ Set DCD High

Save I Close | Advanced Help

Select Ports




Board Configuration: USB Debug Port

Christine Wireless, Inc
Ellicott City Maryland
410-961-7331
www.christinewireless.com

R"C-M
l/* 1 —

Radlo Internet-Protecol Communications Module
Develdped by DHS Stlence ond Techodlogy Diregtorute

Radio Internet-Protocol Communications Module (RIC-M)

T Board Configuration
File Uploads
RIC-M: User Name: Password:
Network
. Analog Audio Gain: Tx: 8 RX: 64
Configuration & =
Analog Control Mode: E and M Lead Control v
Remote i
Configuration \élpr:?:rl‘:(hm Rort Require Name/Password v Port: 23
Board Virtual Com Port: User Name: Password: |
Configuration Debug Enable: USB:| USB V.24 /O Enabled v | RS-232: Debug Enabled
SNMP Connection Option: No E USB V.24 1/O Enabled
Configuration RIEM Behavior Quar Disabled Latency: | 14 5
Option:
_ Debug Enabled " "
RTP Option: P VJch:/Data Transplv)rl‘
V.24 /O Enabled
GPS Forward Option: | No Furwaraing v

Output Site Number: 41
DFSI NAC (decimal): 3966
V.24 Input Clock:
V.24 Output Clock:
V.24 Connection

External Clock v
Internal Clock v
V.24 Board v

Save Board Config Reset RIC-M |

1. Options applied after board reset, Gain settings applied real-time.

2. Enhanced RTP should hot be used when connecting to a Dispatch Console.

3. Be careful when changing the RIC-M User Name and/or Password.

If you forget thern you will not be able to return to any of the protected setup pages.

Copyright © 2012-2018 Christine Wireless, Inc. under license from DHS Science and Technology
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[ DHs Radio Intemet-Prot X | [] DHS Radio Internet-Prot. x

€« C | © 192.168.1.205/protect/board.htm *
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* Disabled: No use of USB other than System Console

* Debug Enabled: The debug text normally output on
the RS-232 will be output on the USB port. Cannot
select debug on both. For use when the RS-232 port is
in use for non-debug purposes.

* V.24 1/0O Enabled: Selecting this option will provide a
formatted display of the input and output on the V.24
port.




USB Debug Output
* Use of USB set in Board Configuration

e Most useful function is V.24 I/O

* Driver required for PC - Installation tool location:

http://www.microchip.com/Developmenttools/Produc
tDetails.aspx?PartNO=MCP2200EV-VCP




USB V.24 1/0

-|Fi|e Ed;t Setup Control Window Help ~

A7036802040CHE1 B661A22MBARARBANARANBANARANAARARNAANASANNAANNENANA2A4FF B6?.855 34 Q+
B703613F3F1F2027880134P83A0BA31138180A1500260EB2D9A3 069.879 26 Q+
A7036202040CAB1 B661A228BACCFFF?BEB2D7AAA2A4ED70A27DIE 069.986 26 Q+
B78363CCFIDADA1188ARAC5A1281AABED1AY ©69.923 18 Q+
B7036400080408C43CC27AD3ESRBAS 7421 CAA2B3A8 069 .943 21
A7A3650ARFFFBBCCISYEAG2869ANATBFE1 710828529 B69.962 21
A703660004D508CC711F58612700A752EE7882565F 0869.981 21
A70367DBSDEBAAAB7C6ASABFEFAAAGCAIFI1A22E73 A7A.901 21
A70368DACECEAAAB64FDE4DE220PA663E348A25B24 A70.628 21
8703697021 CFABCC711574777280875A9B29828E43  @70.839 21 Q
A7A36ANARANECC7EBABCE1998ARAB?64700AD44D @A78.0858 28 Q+
A7036B02040COB1B671A2198CC3D1AC7667EAAAE4FD?21022D22 ©A70.889
#7836CCCY1DF791 750000521 8EBABACAIEGE A78.186 18 Q+
A7836DAABAANBACC??4BCACEB4DARAGABDSDIA2F74E B78.125 21 Q+
A7036 ENNBBNPBACC7?DBE8148FAAR4D3I2ACEA2IABA B70.144 21 Q+
A7036 FARANARAACCYATE21 EB2ARAR?8D7BE9A29594 A70.164 21 Q+
A7A37080000ABACCT7144BA74BEARBABCB490A23577 @78.183 21 Q+
B70371ACB8A488CC7980AB46 B4NBBAIF39B4182BA3E 1 21 Q+
A783729BDC7588CC7ADDFDCBF8AAAT7I15678B28B%E 878, 21 g+
A70373000006CC78D2A5968DABASEE3IRAYAADDEA ©B70.248 28 Q+
#7036202040CAB1B671A218CCC693ABBFACDANAIAACF3INA2DCSS B70.269
B78363CC7AF764826ANAR?77B94982BA9184 AY7A.285 18 Q+
A7036400000408CC3IDESSEADDARBBAS?6628A224E2 @70.304 21
A703650AAFFFABCC795BF260160BA84ES51D982A4B2 B70.324 21
A703660084D580CC3585022F4000ABB716F8B22BC4 870.343 21
B70367DBSDBRAACCTEDB28AY910PAFS5DD99823783 B7A.362 21
A70368DACECEAACC?1D6441 A6 FARAT 7316080824246 @70.381 21
A783697A21CFBBCC3ISCEFFA7A6PAAA7A9696902B71D 878.4081 21
A7036ANARANECC?91214764ARBASAEBCIB8ARAL21 A70.419 28 Q+
A7036B0284ACHB1B671A2188CCH8A4DBRCDAAAIDAEA11A2F23D @A78.447
A?036CCCSBEAF1AB?NAAPA2477EARA4EEEBL  A70.464 18 Q+
A7A36DARAARAABACCE?7985586500AA531525982BAB6 A7A.483 21
A7036EANRARABACCT1166871 BEARAB49ASEBA2C268 B70.583 21

A7036 FOORBNARACCTE8970F7B1ABAY147BB102FFA8  B70.522 21
A70370800AAABBCC71 D6 DDAF6BABBG 1202688249174 A70.541 21
A70371ACB8A488CCS5345A14D5600B6 ECB5F9082D125 870.561 21
A7A3729BDC758ACC79FFSD20840AAS333A18A284E7 A7A.58A8 21
A70373000806CC7788CA2B5BANA41353590AFAAS A78.598 28 Q+
87036202940COB1B671A2198CC71977438E580076 CFC28B2FFFE  B78.629
A7A363CC7948995A5AABASBEAGFIA27698A8 A70.647 18 Qg+
A7036400080408CC34C3368FA70BA7CE50MBA2A?1F B70.666 21
A7036500AFFFARCC79DAECA72CEAR?350D3102A89E A7A.686 21
A7A3668084D588CCICC17ABCS5AAA76BECABA231A6 A7A.785 21
B70367DB5DBBAACC61FF1C978300878A2B4982ABFA B70.723 21
A70368DACECEBAACC7EFIAY88CoAAA4EF8A3IRA224B2 A7A.744 21
B7A3697A21CFAACC69AD1433C1BPATF4E3C1B8291AD B70.763 21
A7036APANBRECCY16EDBA1A40ARAIA4DBABRECDC A78.781 28 Q+
A7036BA204ACAB1B671A21A4CC71D6248F7BAAATES7A298215BC A78.8879
A7836CCCI585EA2CBBARAB 798 EDAA22682CH A70.826 18 Q+
A7036DAARAANAATBS5CI395ACDENAR49AGABDAZESB2 A70.845
A7036ENARANANA8854922ACDEERAAB26EBAEA2ZAS32 @70A.864
B7036FARBANABACC?11E147AECARA71EF60182DC34 @70.884
A70370800AAABACC7ED1E4A77EARA431088688270CA A7A.703

-: B70371ACB8A48AC4718EADIA27BPAYF1C35982ADES  B70.922

| Q= @703729BDCYSBACC7ATEVIFIECAAAL1ATDIAAZ2C2ES @A70.942 21 Q

ﬁ Q= B703173008806CC69738CF5C20AA5436339AAFBCE A70.968 28 Q+

| @* B7036202040CHB1B671A218BCCY1AD3C727680079CAC68A2CC34 ©A70.988
A78363CC79D3E147ADAAA4BDF321AA3ECEAC A71 .85 18 Q+
A7036400080400CC781 CD4B2788AR4673CDEA2AF16 871.825 21 Q+
B70365000FFFBABCCISDFA262A600A73AD161020244 @71.844 21 Q+
A703660004D588CC7701 F71 B570AA4BAS2B8A23FEA ©71.863 21 Q+
87836 7DBSDBBAABCC3IDDEAAT1958AB7A5DAD1A286D2 @71.882 21 Q+
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Board Configuration: Additional Options
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R\\“‘,ﬁ_"ﬂ/ . Ellicott City Maryland
i 410-961-7331

Radia Internet-Protoco) Communications Module www.christinewireless.com
Deveicpest by OMS Stience und Technology Directonte

Radio rotocol Ci ication: jule (RIC-M)
(R Board Configuration
File Uploads
RIC-M: User Name: Password: |
m:;;‘:::on Analog Audio Gain:  Tx: [B Re: 64
Analog Control Mode: E and M Lead Control v
Remote i
Virtual Com Port
i Require Name/Password v Port: 23
Configuration Option: q
Board Virtual Com Port: User Name:
Configuration Debug Enable: USB: USB V.24 /0 Enabled ¥ RS-232: Debug Enabled ¥
SNMP. Connection Option: \ No Quantar v
Sy " pehavir Quantar Emulation v ency:[14 v
Option:
RTP Option: SendardRTP v]  Volce/osta Transport
GPS Forward Option:  No Forwarding v
Output Site Number: 41
DFSI NAC (decimal): 3966
V.24 Input Clock: External Clock v
V.24 Output Clock: Internal Clock v
V.24 Connection V.24 Board v
‘Save Board Config | ResetRICM |

1. Options applied after board reset, Gain settings applied real-time.
2. Enhanced RTP should not be used when connecting to a Dispatch Console.

3. Be careful when changing the RIC-M User Name and/or Password.

If you forget them you will not be able to return to any of the protected setup pages.

L« Connection Option:
* “No Quantar” makes IP and V.24 connections independent
* “Require Quantar” inhibits IP connection if a V.24
connection is not present
* “Require IP” prevents V.24 connection if an IP connection
is not present
* Recommendation: use No Quantar to prevent confusion
* Behavior Option:
* DIU Emulation is to connect to a Quantar etc. or to
connect to an ATC DIU port
* Quantar Emulation is to connect to a DIU or an ATC
Station port

Capyright © 2012-2018 Christine Wireless, Inc. under license from DHS Science and Technology




Board Configuration: Latency
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Christine Wireless, Inc
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Radia Interriet-Protocol Communications Module www.christinewireless.com
Develapest by DHS Stlence ond Technatogy Diregtarate

Overview
File Uploads

Network
Configuration

Remote
Configuration

Board
Configuration

SNMP
Configuration

Radio Internet-Protocol Communications Module (RIC-M)
Board Configuration

RIC-M: User Name: Password: |
Analog Audio Gain: T™: 8 Rx: 64
Analog Control Mode: E and M Lead Control ¥

Virtual Com Port

. Require Name/Password ¥ Port: 23
Option:
Virtual Com Port: User Name: Password: |
Debug Enable: USB: USB V.24 /O Enabled v | RS-232: Debug Enabled v ‘

Connection Option: [ No Quantar
RIC-M Behavior

2 Quantar Emulation v Latency:| 14 v 44—
Option: -
g Voice/Data Transport:
RTP Option: Standard RTP. uoP =

GPS Forward Option:  No Forwarding
Output Site Number: 41
DFSI NAC (decimal): 3966

V.24 Input Clock: External Clock v
V.24 Output Clock: Internal Clock v
V.24 Connection V.24 Board v
Save Board Config | ResetRICM |

1. Options applied after board reset, Gain settings applied real-time.
2. Enhanced RTP should not be used when connecting to a Dispatch Console.
3. Be careful when changing the RIC-M User Name and/or Password.

If you forget them you will not be able to return to any of the protected setup pages.

Latency is the number of voice frames (20 milliseconds each) that
are stored in the RIC-M before it starts outputting the voice frames
on V.24

The RIC-M will attempt to reorder voice frames arriving out-of-
sequence and buffer them to eliminate any timing irregularities in
the voice frame arrival times over IP.

In the multiple send modes (primarily UDP tunnel modes) the
latency should be set to a higher number than the number of repeats
to take full advantage of the repeat voice frame reliability
improvement.

For IP transport with highly irregular arrival times or “clumping”
delivery patterns (e.g. LTE in late afternoon) the latency should be
set high enough to overcome the IP arrival time irregularities and
avoid voice breaks on the V.24.

If an ATAC-3000™ is used in a true voting mode (same source on
more than one input), the latency difference between the inputs
cannot exceed 100 milliseconds and the RIC-M latency setting
should be set to a low number.

Copyright © 2012-2018 Christine Wireless, Inc. under license from DHS Science and Technology




<

Board Configuration: RTP Options-1

[ DHS Radio Internet-Prot. % [ DHS Radio Internet-Prot X

o X

C | © 192.168.1.205/protect/board.htm

*

(=

R C-M

Radia Intemet-Protocol Communications Module
Deveiaped by DHS Stience end lechaniogy Directorate

Overview
File Uploads

Network
Configuration

Remote
Configuration
Board
Configuration

SNMP
Configuration

Christine Wireless, Inc
Ellicott City Maryland

410-961-7331

www.christinewireless.com

Radio Internet-Protocol Communications Module (RIC-M)

RIC-M:

Analog Audio Gain:
Analog Control Mode:
Virtual Com Port
Option:

Virtual Com Port:
Debug Enable:
Connection Option:
RIC-M Behavior
Option:

RTP Option:

GPS Forward Option:
Output Site Number:
DFSI NAC (decimal):
V.24 Input Clock:
V.24 Output Clock:
V.24 Connection

Board Configuration

User Name:|
Tx: (8
E and M Lead Control v
Require Name/Password v
User Name:
USB: USB V.24 /O Enabled v
No Quantar v

Quantar Emulation v

Standard RTP v
Standard RTP

Standard RTP

Enhanced RTP

HDLC Tunnel Server

HDLC Tunne! Client

vzt DUy v

‘Save Board Config

Password:

Rx: 64

Port: 23

Password:

RS-232: Debug Enabled M

Latency: 14 v

Voice/Data Transport:

ubP v
v

_ResetRICM

Standard RTP: TIA standard Real Time Protocol. For use with other
DFSI-compliant equipment

Enhanced RTP: Non-standard RTP for use in two RIC-Ms
communication. Provides additional V.24 fidelity

HDLC Tunnel Server: Establishes a tunnel to another RIC-M and
acts as a Server for encapsulated V.24. Provides 100% fidelity for
V.24

HDLC Tunnel Client: Establishes a tunnel to another RIC-M and acts
as a Client for encapsulated V.24. Provides 100% fidelity for V.24
Note: In Tunnel operation one end must be set to Client and the other
end must be set to Server

1. Options applied after board reset, Gain settings applied real-time.
2. Enhanced RTP should not be used when connecting to a Dispatch Console.
3. Be careful when changing the RIC-M User Name and/or Password.

If you forget them you will not be able to return to any of the protected setup pages.

Copyright © 2012-2018 Christine Wireless, Inc. under license from DHS Science and Technology
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Board Configuration: RTP Options-2
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R"C-M

Radia Internet-Protacol Cammunications Module
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Christine Wireless, Inc
Ellicott City Maryland

410-961-7331

www.christinewireless.com

RS-232: | Debug Enabled v

Radio | Protocol C ications Module (RIC-M)
B Board Configuration
File Uploads
RIC-M: User Name: Password:
Network
f i in: Tx: 8 Rx: 64
Confieiation Analog Audio Gain x:8 64
Analog Control Mode:  E and M Lead Contral ¥
Remote i
Virtual Com Port - .
Configuration Option: Require Name/Password v Port: _23 |
Board Virtual Com Port: User Name: Password:
Configuration Debug Enable: USB:| USB V.24 I’O Enabled ¥
SNMP Connection Option: No Quantar v
Soulisy " RIC'.M Bgfiavion Quantar Emulation ¥ Latency: 14
Option: _
RTP Option: Standard RTP v o
GPS Forward Option:  No Forwarding v
Output Site Number: 41 uDP
DFSI NAC (decimal): 3966

V.24 Input Clock:
V.24 Output Clock:
V.24 Connection

External Clock v
Internal Clock v
V.24 Board
| Save Board Config |

UDP Repeat 4X

v

Voice/Data Transport:
C—

UDP: TIA standard Real Time Protocol. For use with other
DFSI-compliant equipment

UDP Repeat 4X Each UDP voice packet is sent 4 times on a
time-spaced interleaved basis. Primarily for use in RIC-M<-
>RIC-M tunnel operations on unreliable IP connections
UDP Repeat 8X Each UDP voice packet is sent 8 times on a
time-spaced interleaved basis. Primarily for use in RIC-M<-
>RIC-M tunnel operations on unreliable IP connections

UDP Repeat 8X

Reset RIC-M

1. Options applied after board reset, Gain settings applied real-time.
2. Enhanced RTP should not be used when connecting to a Dispatch Console.
3. Be careful when changing the RIC-M User Name and/or Password.

If you forget them you will not be able to return to any of the protected setup pages.

Copyright © 2012-2018 Christine Wireless, Inc. under license from DHS Science and Technology




Board Configuration: Final Options
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Radio Internet-Protocol Communications Madule
Deveicpeit by DHS Stience and Technaiogy Directorate

Overview
File Uploads

Network
Configuration

Remote
Configuration

Board
Configuration

SNMP
. 7

Christine Wireless, Inc
Ellicott City Maryland
410-961-7331
www.christinewireless.com

Radio Internet-Protocol Communications Module (RIC-M)

Board Configuration

RIC-M: User Name: Password:

Analog Audio Gain: Tx: 8 Rx: 64

Analog Control Mode: | E and M Lead Control v
Virtual Com Port
Option:

Virtual Com Port:

Require Name/Password v

User Name:
Debug Enable: USB:| USB V.24 I/Q Enabled v

Connection Option: No Quantar v

RIC-.M Quantar Emulation v
Option:
RTP Option: Standard RTP

GPS Forward Option: | No Forwarding

Output Site Number: 141

DFSI NAC (decimal): 3966

V.24 Input Clock: External Clock v

V.24 Output Clock: Internal Clock M

V.24 Connection V.24 Board Y

| Save Board Config |

| ResetRIC-M | ¢ |

1. Options applied after board reset, Gain settings applied real-time.
2. Enhanced RTP should not be used when connecting to a Dispatch Console.
3. Be careful when changing the RIC-M User Name and/or Password.

If you forget them you will not be able to return to any of the protected setup pages.

Copyright @ 2012-2018 Christine Wireless, Inc, under license from DHS Science and Technology

GPS Forwarding: Option to forward GPS data embedded in a voice
stream to a separate Data IP address

Output Site Number: This is the Quantar™ Site Number.
Important for ATC connection where every site number must be
unique.

DFSI NAC: This is the NAC the will be reported to the Console
V.24 Input Clock: Selects the source of the clock used to input V.24
data to the RIC-M

V.24 Output Clock: Selects the source of clock used to output V.24
data from the RIC-M.

V.24 Connection: Selects whether the V.24 connection is via the
RIC-M V.24 RJ-45 connector of via a 50 Pin ribbon cable from the
Quantar™ /ATAC Wireline board.

Note: The clock selections must be compatible with the selections
made on the connected equipment.

Save Board Configuration: After entering Board Configuration
changes, click on Save Board Configuration to store the changes.
Reset RIC-M: After entering and saving the Board Configuration
changes, click on Reset RIC-M to apply the new settings to the RIC-
M by a power cycle.




GPS Forwarding

APX (and other?) radios have a “peer-to-peer” GPS reporting mode

GPS data is sent on alternate P25 voice superframes (once every 720
milliseconds)

Transport is in voice with alternate Link Control data being
repurposed for GPS

RIC-M can extract normal and GPS Link Control information and
send an unconfirmed data message to a designated IP address

Longitude, Latitude, Unit ID and Emergency status reported >1 per
second while active

Functionality can be enabled for input, output or both voice
directions.

Frame decoding information available from Christine Wireless, Inc.

External application will be available from:

— GCS Electronics & Communications
200 Sellers St
Martinsville, VA 24112
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Overview
File Uploads

Network
Configuration

Remote
Configuration
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Configuration

SNMP
Configuration
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Radio Internet-Protocol Communications Module (RIC-M)

Remote Configuration

Remote Connect Mode Connect Receive v | Select
Control Voice Data
Local IP 192.168.1.205 192.168.1.205 192.168.1.205
Remote IP 192.168.1.215 192.168.1.215 0.0.0.0
Local UDP Port 7000 2000 0
Remote UDP Port 53706 50020 | 0

Remote MAC Address 70:5a:b6:a4:97:66 70:5a:b6:a4:97:66 00:00:00:00:00:00

Status Connected Connected Not Connected
SSRC 0x18400000
RTP Count In 97 RTP Count Out 17734
V.24 Count In 723770 V.24 Count Out 732887

Local Remote
Heartbeat Period 5 5
Channel Number 255 v 1 v

Operating Mode Base Station v Base Station v

Monitor Mode Monitor Off ¥ Monitor Off »

Save Remote Config

Copyright © 2012-2018 Christine Wireless, inc. under license from DHS Science and Techno\og_y




Remote Configuration Web Page
Remote Connect Modes

=
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Fixed Station Modes:

* Connect Receive: RIC-M responds to Version 1 (TIA 102.BAHA) or Version 2
(TIA 102.BAHA-A) connection commands for Voice, Data and Control.

* Connect Receive with Data: RIC-M responds to Version 1 Control and Voice

i)

R"C-M

Radia Internet-Protocal Communications Module
Deveiapedt by DHS Stience and lechmaiogy Cirectarate

Christine Wireless, Inc
Ellicott City Maryland

410-961-7331
www.christinewireless.com

connect commands and establishes a Version 2 data connection. Mode is for
backward compatibility to existing DFSI consoles while still supporting Data to
another location such as GPS forwarding.

Overview
File Uploads

Network
Configuration

Remote
Configuration

Board
Configuration

SNMP
Configuration

Radio Internet-Protocol Communications Module (RIC-M)

Remote Configuration

Remote Connect Mode | Connect Receive v | glct-|
Connect Receive

Local IP

Remote IP

Local UDP Port
Remote UDP Port

Remote MAC Address |

Status

SSRC
RTP Count In
V.24 Count In

Heartbeat Period
Channel Number
Operating Mode

Monitor Mode

Cooyright © 2012-2018 Christine Wireless, Inc_under license from DHS Science and Technology

| Voice and Control Ver 1

| Voice and Data Only

Connect Receive
Connect Receive With Data i

215
Voice and Control Ver 2
Voice, Data and Control
4:97:66
Voice Only

Data Only/HDLC Tunnel

Gontrol Only

Control and Data Only

255 v

Base Station v

Monitor Off v
Save Remote Config |

Data
192.168.1.205
0.0.00

0

o
00:00:00:00:00:00

Not Connected

17734
732887

Remote

]

1 v‘
Base Station v

Monitor Off v

Host Modes:

* Voice and Control Ver 1: RIC-M acts like a Version 1 console and connects to
DFSI Version 1 external devices.

* Voice and Control Ver 2: RIC M acts like a Version 2 console and connects to
DFSI Version 2 external devices for Voice and Control.

* Voice, Data and Control: RIC M acts like a Version 2 console and connects to
DEFSI Version 2 external devices for Voice, Data and Control.

* Voice Only: RIC-M establishes a Voice RTP connection to an external device
using Version 2.

* Data Only/HDLC Tunnel: RIC-M establishes a Version 2 Data Connection to
an external device. This mode is also used for a HDLC (V.24) tunnel for Voice,
Data and TSBK messages.

* Control Only: RIC-M establishes connections for other devices using Version 2.

* Voice and Data Only: RIC-M establishes Version 2 Voice and Data connections
to an external device

* Control and Data Only: RIC-M established Version 2 Control and Data
connections to an external device.




Remote Configuration Web Page
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Radio Internet-Protocol Communications Module (RIC-M)

Remote Configuration

Remote Connect Mode IQE’T]U?E‘,R‘???WE,

Control Voice a

Local IP 192.168.1.205 |192.168.1.205 192.168.1.20:
Remote IP 192.168.1.215 | .168.1.215 0.0.0 ‘
Local UDP Port 7000 2000 a

Remote UDP Port 53706 8]

Remote MAC Address 70:5a:b6:34:97:

Status Connected

RTP Count Out 17734

Current Connection Status 1

V.24/RTP I/O Message
Counters-Reset on power up

Controls for Local |
Quantar™

V.24 Count Out 732887
Local Remote
at Period 5 4-/5,—%

Channel Number 255 v

Remote Connect Mode = Connect Receive
Local IP Addresses filled in by RIC-M
(greyed out)

Remote IP Addresses (Console) determined
during connection command process from
console-No connection on Data

UDP Port Number entered by User
(required)

Console/Remote RIC-M UDP Port
(discovered during connect command)
Console/Remote RIC-M MAC Address
DFSI Heartbeat Periods (set by console)
Enter control to save/apply changes

Operating Mode Base Station v
Monitor Off v

Save Remote Config

Copyright @ 2012-2018 Christine Wireless, Inc. under license from DHS Science and Technology
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RIC-M Remote Firmware Update

Firmware for RIC-M can be updated remotely via an Internet
Protocol http connection. RIC-Mz uses https.

Two files are supplied, a “hex” file with the new firmware and a
“mdh” file with the Message Digest for the new firmware.

The Message Digest 1s a cryptographic sum of the entire “hex”
firmware file calculated with a private key. The Message Digest 1s
used to ensure that the new firmware is intact (uncorrupted) and also
to authenticate the source of the firmware (Christine Wireless, Inc.)

During the upload process, the RIC-M calculates the Message
Digest value (256 bits) for the newly uploaded firmware.

The User must upload the supplied Message Digest “mdh” file to
complete the upload process and to enable application of the new
firmware.

If the two Message Digests do not match, the newly uploaded
firmware 1is discarded.



Firmware Update Procedure

Special Note for RIC-Mz:
If at step 7 or 11, the web page returns a “501 not
found” message, click on the browser clockwise
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Network
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Radio Internet-Protocol Communications Module (RIC-M)

File Uploads

File Type: None v | Select

File: | Choose File |No file chosen Upload

Remote
Configuration

Board
Configuration

SNMP
Configuration

‘ Reset RIC-M | Reset RIC-M after successful Message
Digest Upload to complete firmware update
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Firmware updates are uploaded to the RIC-M Unit using this page. First select the file type
from the menu then locate the file using the "Browse" button. When the file to be uploaded
is selected, use the "Upload" button to initiate the upload. The status of the upload will be
displayed above the Message Digest browse box.

A Message Digest (MD) file must be uploaded after uploading the Firmware file. The
Message Digest file extension must be "mdh" and the file name must match the name of the
previously uploaded file. If the MD File does not match the MD calculated using the content
of the Firmware File, the update will not be executed.

WARNING: Do not navigate away from the Upload page during the upload process as this
will disrupt the upload requiring starting over. Please wait for the RIC-M to complete the
reprogramming of the internal flash memory before disconnecting power to the RIC-M.
Failure to heed this warning may result in damaging the internal firmware and require
returning the RIC-M to the manufacturer for reprogramming.

circular icon to continue. This is a known anomality
with the RIC-Mz.
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Firmware Update Procedure (Chrome recommended as browser)

I.
2.
3.

10.

1.

12.

Navigate to the “File Upload” web page.

In the “File Type:” pulldown menu click on “RIC-M Firmware”.

Click on the “Select” button- “File Type Selected” will appear below the
“Choose File” button.

Click on the “Choose File” button and navigate to the location of the firmware
update “hex” file and “Open” it. The “hex” file name will appear next to the
“Choose File” button.

Click on the “Upload” button. Be patient, the upload will take less than a
minute.

When the upload of the “hex” file is complete, “MD Calculated-Enter Correct
MD” will appear below the “Choose File” button.

Use the “File Type:” pulldown menu and click on “Message Digest” and click
the “Select” button.

“MD Selected-upload matching name file with .mhd extension” will appear
below the “Choose File” button.

Click on the “Choose File” button and navigate to the Message Digest
(extension “mdh™ ) file and “Open” it. The name of the Message Digest file
will appear next to the “Choose File” button.

Click “Upload”. If the uploaded Message Digest matches the calculated
Message Digest, “MD Checks-Update Enabled” will appear below the “Choose
File” button.

Click on “Reset RIC-M” to apply the update. Do not disrupt the power on the
RIC-M for approximately 90 seconds while the update is taking place.
Navigate to the page with the Firmware Date to verify that the new Firmware is
installed.




Setup Scenarios
Analog Connection to a Quantar™ /GTR/PDR

Digital Connection to a Quantar™ /GTR/PDR/DIU
— V.24 RJ-45
— 50 pin header/cable to wireline board
Avtec and Other DFSI Console Connection
ATAC-3000™ DIU port V.24
ATAC-3000™ Station port V.24
Copper POTS line replacement
HDLC Tunnel option
Paradyne modem/STUN connection
DFSI/RIC-M Base Station replacement for Quantar™ /GTR/PDR
Connection to Motorola “Core” via GGM8000
OTAR Considerations
Embedded GPS Forwarding
[P Transport Options/VPN



RIC-M Set Up Scenarios
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RIC-M Set Up Scenarios-Continued
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RIC-M use with DFSI Dispatch Console

* Consoles Supported:
— Avtec
— Telex-Bosch
— Zetron
— Moducom
— Catalyst
— Consoles work on TIA-102.BAHA (version 1)

* Example shown 1s a connection to an ATAC-
3000™ on a V.24 DIU port



DFSI Console Board Conﬁguratlon
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Overview
File Uploads
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1. Options applied after board reset, Gain settings applied real-time.
2. Enhanced RTP should not be used when connecting to a Dispatch Console.

3. Be careful when changing the RIC-M User Name and/or Password. If you forget them you

will not be able to return to any of the protected setup pages.
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Save Board Config

Reset RIC-M

Voice/Data Transport:



DFSI Remote Configuration Web Page
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Radio Internet-Protocol Communications Module (RIC-M)

Overview Remote Configuration
File Uploads
Remote Connect Mode [Connect Receive V| [select |
Network
Configuration )
Control Voice Data
Remee Local IP 192.168.1.204 192.168.1.204 192.168.1.204
Configuration
Remote IP 192.168.1.215 192.168.1.215 0.0.0.0
Board
Configuration Local UDP Port 2000 D
SNMP Remote UDP Port 57287 0

Configuration
Remote MAC Address 70:5a:b6:a4:97:66 70:5a:b6:a4:97:66 00:00:00:00:00:00

Status Connected Connected Not Connected
SSRC 0xdf610000

Local Remote
Heartbeat Period 5 5
Channel Number 0 v 0 v
Operating Mode Base Station v Base Station
Monitor Mode Monitor Off v Monitor Off v

Save Remote Config
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Replace Copper Connections
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B o

.,

1

m\
w

= I’i ] i
i wires™ Wi
: d er - ——Copper
H o st ’ DIU-3000™ with
m, 2 ﬂ"”m [z % o

Astro™ Modem
Quantar™ with \COP

Astro™ Modem

e Copper connections are expensive (up to $700/month per line)
e Telcos are not renewing copper line leases as they transition to fiber optics
e Copper connections are not transportable o e Tl
e Copper connections are not secure
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HDLC (V.24) Tunnel

RIC-M converts HDLC to/from TIA-102.BAHA and TIA-102.BAHA-A
standards. Conversions result in some loss of information embedded in the
HDLC stream.

Tunnel mode encapsulates all HDLC messages “as 1s”” with time
stamp/sequence number and sends it on UDP. Input HDLC can be
synchronous (V.24) or asynchronous (TXM-2000™),

Receive RIC-M strips off time stamp/sequence number, checks the CRC of
the HDLC, saves only one correct copy of each voice packet and sends out
the exact HDLC input to the connected equipment. Reorder of packets if
necessary. HDLC can be synchronous or asynchronous.

UDP Server set on one end and UDP Client set on other

No separate UDP Control or Voice connections: Voice and Data sent as a
UDP HDLC data message.

Also supports 4 and 8 times voice packet send/receive- packets are time-
spaced and interleaved. Intended for use with unreliable IP transport.

Only applicable to Christine Wireless, Inc. RIC-M to RIC-M connections.



Tunnel Server Setup — Remote Conﬁguratmn
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Overview Remote Configuration
File Uploads
Remote Connect Mode [Data Only/HDLC Tunnel V| [select |
Network
Configuration ;
Control Voice Data
pemeotel Local IP 255.255.255.255  [0.0.0.0 192.168.1.209
Configuration
Remote IP 0.0.0.0 0.0.0.0 174.205.26.122
Board
Configuration Local UDP Port 0 0

SNMP Remote UDP Port 0 0
Configuration

Remote MAC Address 00:00:00:00:00:00 00:00:00:00:00:00 00:00:00:00:00:00

Status Not Connected Not Connected Connected
SSRC 0x00000000

Local Remote
Heartbeat Period 0 0
Channel Number 255 v 255 v
Operating Mode Base Station Base Station
Monitor Mode Monitor Off Monitor Off v
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