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Introduction This document provides descriptions and instructions for use of each of the web 

pages that the Crypto Officer can access for setting up and controlling the TKMD.  These are 

accessed over an Internet Protocol Ethernet Network connection and are secure web pages (https) 

using TLSv1.2 security.  Access to the web pages requires the entry of the Crypto Officer username 

and password.  When the TKMD is first powered, it runs an inventory of all Client units which 

can take up to several minutes depending on how many Clients are authorized for the TKMD.  

During this Client Inventory process, the 4 LEDs on the TKMD front panel will flash in sequence.  

Please wait for the Client Inventory to finish before attempting to access the TKMD web pages. 

Log In To access the Log In web page open a browser on the Crypto Officer computer.  In order 

of preference Firefox, Chrome, Edge and Internet Explorer can be used as a browser.  The version 

of the browser may have to be updated to access the TKMD if the browser is very out-of-date.  

Enter the IP address for the TKMD into the browser address window for example: 

https://192.168.1.204.  To access the IP address, it is necessary that the computer IP address and 

subnet mask include the IP address of the TKMD.  It may be necessary to go into the Network 

Configuration control page on the computer and set the IPV4 configuration accordingly.  If there 

is any question about whether the computer can reach the TKMD IP address, open a Command 

Prompt window and type ping 192.168.1.204(enter) for example.  The TKMD will always respond 

to a ping. 

Make sure to use the secure web page designation “https” since the web pages cannot be accessed 

using the non-secure web page designation “http”.  The browser will attempt to do a TLS 

handshake with the TKMD which will result in a warning that the web site is not secure.  This 

browser warning is a result of the TKMD not using a pre-assigned IP address or domain name and 

therefore using a self-signed security certificate.  Click “Advanced” or whatever indication the 

browser uses and tell the browser to access the web page despite the security warning.  The 

following Log In page will be produced by the browser (Firefox in this example): 

 



 

If you open the security symbol in the address bar and navigate to the “More Information”, you 

can see the following description of the Security Certificate and TLSv1.2 connection: 

 



The Connection Description indicates the specifics of the TLSv1.2 connection.  This is the only 

TLSv1.2 connection type supported by the TKMD. 

To access the web pages, click on the red “Log In” link at the bottom of the page and enter the 

Crypto Officer username and password on the Log In popup screen.  If the wrong combination is 

entered, there is a 3 second delay before you can try again. 

  



Overview The Overview Web Page contains a brief description of the TKMD as well as the 

specifics of the firmware version loaded in the TKMD: 

 

The vertical menu bar on the left side of the web page is used to navigate to other TKMD web 

pages. 

  



Key Data The “Key Data” web page can be used to manage cryptographic keys: 

 

The Select Key Data pulldown menu is used to pick which of several key sources are to be 

displayed: 

 

The categories of key data sources are: 

Key Data 1 -> 5 Internal “Scratchpad” storage locations each with up to 40 keys. 

TKMD Keys Up to 60 keys assigned to Client #0, the TKMD itself. 



Default Keys Hardcoded key material provided for convenience to familiarize the Crypto Officer 

with the use of the TKMD. 

Import Current SU This selection allows the import of the up to 60 keys assigned to the Current 

Subscriber Unit (Client) as selected on the Client Configuration Web Page. 

Imported Keyset 1 ->8  These are 8 “Key Kettles” each consisting of up to 40 keys.  The Key 

Kettles can either be locally generated or can be imported over secure IP from other TKMDs.  Key 

Kettle keys can be cross-referenced to those assigned to Clients allowing an easy way of 

automatically updating key material assigned to even a large number of Clients 

Once the key source has been selected, the second pulldown menu can be used to indicate what to 

do with that key source. 

 

If Set Keyset Name or Set Keyset ID is intended, the desired Name or ID must first be entered into 

one of the two adjacent data entry windows. 

At the bottom of the Key Data web page is a “Home” link to go back to the TKMD Home page 

and a Key Entry link which will take the browser to the Key Entry web page. 

  



Key Entry web page The Key Entry web page can be used to view or modify individual keys 

from the key source selected on the Key Data web page. 

 

 

Use the Key Number selection in the upper left-hand corner to select the desired key.  The current 

settings for the selected key are displayed next to the data entry window for each parameter. 

Changes to any key parameter are made in the data entry window for that parameter.    

If new key material is to be entered either select Random Key of Enter Key.  If Enter Key is to be 

used, type the hexadecimal value for the key 16 digits at a time into the Field windows, Field 1 for 

DES and all 4 Fields for AES.  Select “Enter Changes” to perform the indicated action.  Note that 

the Key Entry changes the key values as directed, but does not save the new values.  The Crypto 

Officer must use the “Return” link to go back to the Key Data web page and save any modifications 

using that page to avoid loss of any changes made on the Key Entry web page. 

  



Key Assign  The Key Assign web page allows the Crypto Officer to move key material from any 

location in the TKMD to any other location: 

 

After selecting and loading a Source and Target keyset, the radio buttons in the center columns 

can be used to select a specific Source and Target key in the keyset.  The “From” radio buttons are 

used to select a specific Source key and either the “To” or “Pro” radio button is used to indicate 

where the Source key is to be placed.  Pro designates “Provisioned” which means that the key will 

be shown as having previously been loaded (Provisioned) in the Target Client key set.  The “Pro” 

feature is useful to let the TKMD know that the specific key has been loaded into the designated 

Client by a non-TKMD means such as a Key Fill Device.  Keys must be assigned one-at-a-time. 

 

 

 

 

 



 

Once a Source and Target Key locations are selected using the radio buttons, the Assign Key 

pulldown menu can be used.  If it is desired to retain the current keyset for the Source key, use 

“Assign”.  If it is desired to assign the Source key to Key Set 1 or Key Set 2 use “Assign KS1” or 

“Assign KS2” respectively.  If it is desired to just update the UTC time stamp for an existing Target 

key, use Update UTC.  If it is desired that the Target key be shown as Provisioned (already 

confirmed to be installed in the Target Client data base) use the Target radio button in the Green 

Pro column. 

After assigning the keys to the Target file, remember to save the Target file. 

 

  



Client Summary web page The Client Summary web page displays the current status of all 

Clients.  The page is organized in sub-pages of 500 clients.  If the TKMD is authorized to have 

more that 500 Clients, the pulldown menu can be used to select the specific group of 500 clients 

that will be displayed or to select cycling through all groups of 500 Clients on a periodic basis.  

The “update” button can be used to re-read all Clients displayed on the page.  This is time-

consuming and may cause the page to freeze for a few minutes.  

 

Each block displayed (Client) contains what the Client number (storage location) is and what LLID 

(over-the-air Client address) is assigned to the Client.  If the Client is not-configured (empty) N/U 

will appear in place of the LLID and the block will be colored gray.  For configured Clients, the 

block will be colored as follows: 

Green The Client is currently OTAR-Registered with the TKMD and has all assigned keys. 

Yellow The Client is not currently OTAR-Registered with the TKMD but has all assigned keys. 

Light Blue The Client is not currently OTAR-Registered with the TKMD and does not have all 

assigned keys. 

Dark Blue The Client is currently OTAR-Registered with the TKMD and does not have all 

assigned keys. 

OTAR-Registered means that the Client radio is active on the designated OTAR channel and has 

completed the Registration handshake process with the TKMD KMF. 

The Client Summary page is automatically refreshed once every 30 seconds. 

The link to HOME can be used to go back to the introductory web page and the link to VIEW 

CLIENT can be used to navigate to the Client Configuration web page which is the primary TKMD 

web page for OTAR configuration. 



Client Configuration web page The Client Configuration web page is the main configuration and 

operation web page for the TKMD. 

 

 

The Client Configuration web page is organized as follows: 

Yellow Background This section is for the configuration and operation of the TKMD.  The first 

column selects the Operating mode of the TKMD, the second column selects the Client to be 

displayed and the third, fourth and fifth columns allow manual OTAR/Key Fill operations to be 

initiated by the Crypto Officer. 

Green Background This section displays the parameters for the Client unit selected in the second 

Yellow Background column and allows for changing those parameters. 

Gray Background This section allows selection of a specific key from a key source designated 

on the Key Data web page.  The parameters for the selected key are displayed in the Gray 

Background section. 

Blue Background This section allows selection, display and modification of specific keys in the 

selected Client data record. 

The link to Client Summary will navigate to the Client Summary web page and the Link to Home 

will navigate to the introductory web page. 

 

  



TKMD Operating Mode The first Yellow Background Column on the Client Configuration web 

page selects the operating mode for the TKMD.  If desired, the operating mode on startup can be 

automatically configured using the Board Configuration web page. 

 

 

The first three operating mode selections are for the operation of the TKMD as a Key Management 

Facility (KMF) with one of three Base Station selections (Quantar, SLIP and DFSI Packet Data).  

The next three selections are for the TKMD to behave as an OTAR Client on an external KMF 

using one of three Base Station type selections and the final three selections are for the TKMD to 

act as either a Key Fill Device (KFD) source or target.  In addition, the automatic OTAR radio 

button can enable automatic OTAR operations in the KMF modes.  The usual TKMD setup is for 

Automatic OTAR in one of the three KMF modes and this would be the normal start-up 

configuration as setup on the Board Configuration web page. 

In Automatic OTAR mode, the TKMD will respond to individual Client OTAR-Registration 

requests.  If the TKMD Client record shows that all assigned keys have been loaded in the Client, 

no OTAR actions other that granting the OTAR-Registration request will take place.  If the TKMD 

Client record shows that there are assigned keys that have not been loaded in the Client, the TKMD 

will attempt to load those keys.  If the Client sends a Rekey Request Message, the TKMD will 

attempt to load all assigned keys in the Client. 

The Quantar Base Station mode allows use of V.24 with any compatible device (Quantar, PDR, 

ATAC, DIU etc.).  The SLIP Base Station mode is specific to compatible portables with a Serial 

Line Interface Protocol transparent data mode.  The DFSI Packet Data Base Station mode allows 



use of a Digital Fixed Station Interface (TIA 102.BAHA-A) Base Station such as those 

manufactured by Codan, RF Technology and possibly others. 

In the Key Fill Send mode the TKMD can be used to load key material into any Project 25 

compliant Client.  In the Key Fill Receive mode, any Project 25 compliant Key Fill Device can be 

used to load key material into Client #0, the TKMD itself. 

The setting for Auto OTAR Voice Lockout allows the Crypto Officer to designate how long Auto 

OTAR will be inhibited after voice traffic is detected.  This setting can be used to give Voice traffic 

priority and to attempt to avoid OTAR messaging interfering with voice traffic. 

Client Selection The second Yellow Background column is for selection of a specific Client. 

 

The Client can be selected by use of one of three Client Data parameters: 

1. If the Client number (Storage location for the Client) is known, that parameter can be entered in 

the first data entry window. 

2. If the LLID (over-the-air ID) of the Client is known, that ID can be entered in the second data 

entry window. 

3. If the Radio Set Identifier (OTAR ID – RSI) is known, that ID can be entered into the third data 

entry window. 

When one of the three methods of identifying which Client has been entered, the ACTION 

pulldown menu can be used to perform the desired action.  “Load” locates the desired Client record 

and displays the Client parameters in the Green Background section.  “Save” can be useful to retain 

changes made to a Client Record.  “Save” is also useful to store the current Client record in another 

location.  To use this feature, enter the new Client location in the first data entry window and use 

“Save” to copy the currently displayed Client parameters into the new record.  Care must be taken 

in that this process overwrites the new storage location and also creates problems with duplicate 



records.  After using this copy operation it is necessary to make any changes to the new Client 

record to remove the duplicate record issues and “Save” it. 

If a Subscriber Radio Unit (Client) has been lost or compromised, the data record for that unit can 

be marked for Zeroization.  If the Client file is so marked, the TKMD will erase all keys in the unit 

in Automatic OTAR mode as soon as the unit attempts to register on the OTAR channel.  This will 

prevent the unit from future OTAR and encrypted voice communication until new keys have been 

loaded into the unit using a Key Fill Device.  Since data files can be optionally shared with other 

TKMDs, the Zeroize flag can be sent to other TKMDs preventing the unit from OTAR and Secure 

Voice operation.  The pull-down menu can also be used to clear the Zeroize flag if desired. 

 

Manual OTAR Operation The three right columns in the Yellow Background portion of the 

Client Configuration web page are devoted to Manual OTAR/Key Fill Operation under the control 

of the Crypto Officer.  Unless otherwise noted, it is presumed that the manual OTAR/Key Fill 

operations are taking place with the Client selected. 

 

Procedures Overview The following Procedures/Status Windows can be selected from the fourth 

and fifth columns of the Yellow Background section of the Client Configuration web page: 

1.  Warm Start This link will bring up a popup window that can be used to initiate a Warm Start 

procedure with the designated Client.  It is first necessary to select the Cryptographic algorithm 

AES or DES.  Use of DES is strongly discouraged in that it provides only illusionary security. 

2. Rekey/Erase This link will bring up a popup window that can be used to send keys to the 

designated Client.  In the Key Fill modes, it is not necessary to set the TEK mod MAC key 

windows.  For OTAR it is necessary to set both the TEK and MAC Keys as well as the algorithm.  

The two keys can be set to a key that it is known that the designated Client possesses.  For the first 

rekey after a successful Warm Start, the Warm Start key can be used.  The Warm Start key can 

only be use once. 



3. Inventory This link will bring up a popup window that can be used to run a number of Inventory 

types primarily in the Keyfill Send mode.  Many major radio types only support a very limited 

number of Inventory types.  If Inventory is used for OTAR, both the TEK and MAC keys must be 

set as well as the algorithm. 

4. Zeroize Zeroize can be used to erase all Cryptographic keys in the designated Client.  If Zeroize 

is used for OTAR, both the TEK and MAC keys must be set as well as the algorithm.  Zeroizing 

using one algorithm will result in erasure of all keys from both algorithms. 

5. Set MNP This link will bring up a popup window that can be used to set the Message Number 

Period for OTAR operations in the designated Client.  If Set MNP is used for OTAR, both the 

TEK and MAC keys must be set as well as the algorithm. 

6. Change RSI This link will bring up a popup window that can be used to change the Radio Set 

Identifier for the designated Client.  If Change RSI is used for OTAR, both the TEK and KEY 

keys must be set as well as the algorithm. 

7. Hello Message This link will bring up a popup window that can be used to send a Hello Message 

the designated Client.  Both the TEK and MAC keys must be set as well as the algorithm. 

8. Key Summary This link will bring up a popup window that shows the current status of all keys 

assigned to the designated Client. 

9. Status This link will bring up a popup window that shows the current status of all Key Fill and 

OTAR actions with the designated Client.  This window is overwritten at the completion of each 

operation and therefor only display the most recent completed operation. 

10. Key Set Changeover This link will bring up a popup window to send a command to change 

the active key set in the designated Client.  If Key Set Changeover is used for OTAR, both the 

TEK and MAC keys must be set as well as the algorithm. 

11. Radio Enable/Disable This is a placeholder for an OTAR encrypted Radio Enable/Disable 

function that is planned for addition to the TKMD in the future. 

  



Detailed Manual OTAR/Key Fill Descriptions The following sections describe use of the 

Manual OTAR/Key Fill features of the TKMD.  It is highly recommended that the Crypto Officer 

open the “Status” window and leave it open on the computer Desktop.  The “Status” Window will 

provide the confirmation messages for the Crypto Officer to use in executing Manual OTAR/Key 

Fill operations.  For a more detailed view of what is transpiring in Manual OTAR/Key Fill (and 

other) operations, the Crypto Officer can enable the RS-232 port to be “Debug” on the Board 

Configuration web page, connect a RS-232 Terminal emulation (Example RS-232 -> USB adapter 

with the baud rate set to 115,200 with Tera Term) and view step-by-step status Debug messages. 

Warm Start Details The following view shows the result of an AES Warm Start with Client 10. 

 

The steps involved in achieving this result are: 

1. Set the TKMD Operating mode in KMF mode consistent with the Base Station to be used, in 

this case a Codan DFSI Packet Data unit.  Use of Automatic OTAR is recommended. 

2. Select the Client to be used in the Client Configuration Yellow Background second column. 

3. Open the “Status” popup window and place it at a convenient location on the Desktop. 

4. Turn on the Client radio so that it can OTAR-Register with the TKMD KMF. 

5. Select the desired algorithm in the Yellow Background third column. 

6. Open the Warm Stop popup window. 

7. Click Confirm on the Warm Start popup window to initiate Warm Start. 

8. If the Warm Start procedure is successful, the Client radio will send back a message encrypted 

with the random number key sent to the Client in the Warm Start message.  If this return message 



is successfully decrypted, the TKMD will indicate in the “Status’ window that the stat is 0 meaning 

that the operation was successful.  The Warm Start key is now available both in the TKMD and 

the Client and can be used for a single OTAR operation such a rekey operation. 

Rekey/Erase Details Using a Warm Start Key in OTAR KMF Mode To utilize the Warm Start 

key established in the previous example, the Crypto Officer must select the Warm Start key for 

both the TEK and MAC. 

 

Select Auto Select in the TEK Key menu.  Then select Warm Start Key in the TEK Key menu.  

Repeat these two steps in the MAC Key menu.  Use the Rekey/Erase link in the Yellow 

Background column 4 to open the Key Selection popup menu shown below. 

 



The pulldown menu is used to select which keyset to use and the individual actions desired for that 

key set are selected using the radio buttons for each key.  In this example three AES keys from 

Key Set 1 have been selected for rekey. 

 

From the “Status” window it can be confirmed that the Client replied back that the Rekey was 

successfully completed with all three keys for Key Set 1 having been updated. 

If an OTAR Rekey operation not using a Warm Start key was to be performed, the TEK and MAC 

keys must be set.  The TEK and MAC key selection menus show which keys of the selected 

algorithm are known to have been previously loaded in the selected Client radio and are therefore 

available for OTAR Rekey use.  The TEK and MAC keys may be set the same key, but this is not 

a requirement. 

If Rekey is to be performed in Key Fill mode, change the TKMD Operation Mode to Key Fill Send 

and connect the Client radio to the TKMD Key Fill port with an appropriate cable.  For Rekey and 

other operations in Key Fill Send mode it is not necessary to set the TEK or MAC Keys. 

  



Key Summary The link in the Yellow Background fifth column can be used to bring up the Client 

Key Summary popup web page for the selected Client: 

 

This page will display the key parameters for all keys (up to 60) assigned to the selected Client.  

The displayed color of the individual key changes with the current key status as denoted in the 

legend near the top of the page.  In this case, all 16 assigned keys are Green which means that all 

16 keys have been loaded as confirmed by the selected Client.  After a Rekey or other OTAR/Key 

Fill operation it may be useful to view the Client Key Summary web page to confirm that the 

intended actions have taken place.  If the page is open, the contents of the popup page are 

automatically updated once every 30 seconds to ensure the page displays the current status of the 

Client keys. 

  



Inventory Details Use the link to Inventory to bring up a popup window for Inventory. 

 

The above list shows all possible Inventory requests supported by the TKMD.  Be aware that, 

depending on the manufacturer, Project 25 Client Radios may only support a small subset of this 

list and therefore a specific Inventory request may fail on a given radio type. 

  



As an example, Client 10 did not respond to an OTAR Inventory Active Key IDs but did respond 

to Inventory List RSI Items: 

 

In general, Client radios will respond to more Inventory request types in Key Fill Send mode than 

in OTAR mode. 

 

  



Zeroize The link in the Yellow Background section fourth column can be used to bring up the 

Zeroize popup window. 

 

 

After Client Zeroization all keys assigned to the Client will be Red on the Client Key Summary. 

 

 



Set MNP (Message Number Period) The link in the Yellow Background section fourth column 

can be used to bring up a popup window to set the select Client MNP.  As noted on the popup 

menu, this feature is only applicable to Key Fill Send operation. 

 

 

  



Change RSI The link in the Yellow Background section fourth column can be used to bring up a 

popup window to change the Radio Set Identifier of the selected Client.  This may be done in Key 

Fill Send or in OTAR modes. 

 

In this example a change from the currently assigned RSI to the same RSI value was done to 

demonstrate the process.  Changing a Client RSI to a new value could prove to be disruptive to the 

OTAR operation for the Client if corresponding changes to the Client TKMD data record are not 

manually applied by the Crypto Officer. 

  



Hello Message The link in the Yellow Background section fourth column can be used to bring up 

a popup window to send a Hello Message to the KMF when the TKMD is operating as a Client 

for that KMF.  This is generally used to request a full rekey from the KMF. 

 

 

Key Set Changeover The link in the Yellow Background section fourth column can be used to 

bring up a popup window to change the active Key Set in the selected Client. 

 

 

  



Key Fill Send If the TKMD Operational Mode is set to Key Fill Send, the TKMD can be used to 

configure and send key Material to any Project 25 compliant Client.  Fill is done by connecting an 

appropriate cable to the Key Fill Connector on the front panel of the TKMD. 

 

In Key Fill modes it is not necessary to set the TEK or MAC key in that Key Fill is done 

unencrypted.   The following several examples demonstrate some of the Key Fill Send procedures.   

Inventory The following shows the result of Key Fill Send: Inventory: Active Key IDs. 

 

Note that only keys in the Active Key Set (Key Set 1) and KEKs are returned.  There are keys in 

Key Set 2 but the Active Key Set must be changed to 2 for them to be displayed. 

  



Rekey The following shows the result of a Key Fill Send: Rekey: Rekey all Key Set 1 AES Keys. 

 

  



Key Fill Receive In Key Fill Receive mode, a Project 25 Key Fill Device can be connected to 

the TKMD Key Fill Connector to load key material from the KFD into Client 0, the TKMD.  In 

this example, a KVL-3000+ is used to load 4 keys into the TKMD. 

 

Since the “Status” window only displays the last Client response and the KFD sends the keys one 

at a time, only the last key sent appears in this window. 

  



Selected Client Configuration The Green Background section of the Client Configuration web 

page is for the display and entry of parameters specific to the selected Client. 
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Source Key Selection The Gray Background section of the Client Configuration web page allows 

for the selection and display of Source Key parameters for a selected key from the key set selected 

on the Key Data web page. 
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Client Key The Blue Background section allows the selection modification and transfer of specific 

key parameters/key material for the selected Client. 
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The Actions that can be selected are: 

1. Show Key as Provisioned tells the TKMD that it should mark that key as having been loaded in 

the selected Client. 

2. Show Key as not Provisioned tells the TKMD that it should mark that key as not yet loaded in 

the selected Client. 

3. Enter Key Changes instructs the TKMD to enter the changes to the key as determined by the 

entry windows. 

4. Import Source Key copies the Source key and any entered changes into the selected Client key 

location. 

5. Import Key-Link to Source imports the key along with any external key reference. 

6. Import All Keys-Link to Source is a placeholder for a future capability. 

7. Erase Client Key completely erases the Client key. 

 

  



File Up/Down Load The File Up/Down Load web page is used to upload firmware as well as 

uploading configuration files.  It is also used to download configuration and log files. 

 

Upload File Type Selection TKMD Firmware and Message Digest are used to upload and install 

new TKMD firmware and Client CSV is used to upload a Client Configuration as an Excel Comma 

Separated Variable file. 

 

 

  



Firmware Upload/Installation The following steps are required to upload and install new 

firmware in the TKMD: 

1. Select “TKMD Firmware” in the File Type menu.  “File Type Selected” will appear below the 

“Browse” button. 

2. Click Browse and locate and select the TKMD Firmware to be installed.  The name of the 

firmware will appear to the right of the “Browse” button.  The file name extension on TKMD 

Firmware is hex. 

3. Click the “Upload” button to start the file upload.  The upload will take less than a minute but 

the Crypto Officer must be patient at this point and wait for the file upload to finish. 

4. When the upload is finished the message “MD Calculated-Enter Correct MD” will appear below 

the “Browse” button.  In the event that a “501” error message appears use the browser left arrow 

button to return to the previous web page view and click on the File Up/Down Load button on the 

left side of the web page.  The “MD Calculated-Enter Correct MD” message should now appear 

below the “Browse” button. 

5. Use the File Type menu and select Message Digest. The message “MD Selected, upload 

matching name file with .mdh extension” will appear below the “Browse” button. 

6. Click the “Browse” button and navigate to and select the file with the extension mdh. 

7. The name of the Message Digest file will appear to the right of the “Browse” button.  The file 

name will be the same as the TKMD Firmware file name except for the extension being mdh 

instead of hex. 

8. Click the “Upload” button to upload the Message Digest file. 

9. The message “MD Checks-Update Enabled” will appear below the “Browse” button.  In the 

event that a “501” error message appears use the browser left arrow button to return to the previous 

view and click on the File Up/Down Load button on the left side of the web page.  The “MD 

Checks-Update Enabled” message should now appear below the “Browse” button. 

10. Click the “Restart TKMD” button to complete the firmware installation.  At this point the Red 

LED on the TKMD will flash periodically until the TKMD is done installing the new firmware.  

The TKMD will then restart using the newly installed firmware. 

 

  



Client CSV Upload To upload a Client CSV file: 

1. Use the File Select menu and select Client CSV. 

2. “File Type Selected” will appear below the “Browse” button. 

3. Use the “Browse” button to navigate to the client configuration csv file. 

4. The name of the csv file will appear to the right of the “Browse” button. 

5. Click upload to upload the csv file. 

The csv file will be stored in flash memory in the TKMD.  On the next startup of the TKMD, the 

Client configuration contained in the csv file will be installed.  Care must be taken in constructing 

the csv file in that the TKMD will overwrite existing Client files if that action is indicated in the 

csv file.  

File Export The File Type to be exported is selected in the middle part of the File Up/Down Load 

web page. 

 

All Downloads are done to through the TKMD USB port.  If is a good idea to disable other use of 

the USB port using the Board Configuration web page.  This will prevent the presence of unwanted 

V.24 I/O etc. data in the Download file.  Open a Tera Term window with the TKMD USB port 

connected and enable log in the Tera Term controls prior to initiating a Download. 

Download Log will set up the Download of a Log File which is a cumulative summary of all 

significant events on the TKMD.  The next 6 Download selections allow picking which version of 

the Client csv file is desired.  On each restart of the TKMD, a new copy of the csv Client file is 

created and stored.  Erase All Client CSV erases all stored copies. 

Click the “Download” button to initiate the USB Download of the selected file or csv file erasure. 

After the Download is completed, save the Tera Term log file as a .csv or .txt file to preserve the 

Download contents. 

  



LLID Request The final feature of the File Up/Down Load web page is the ability to locate a 

specific LLID (over-the-air Client ID) locally or in a network of TKMDs.  This feature is used 

automatically if a Client with an unknown LLID attempts to OTAR-register with the TKMD KMF.  

In both the manual mode and automatic mode, if a LLID request is received (entered) into a 

TKMD, the TKMD will search its Client data base for that LLID.  In the TKMD network case if 

that LLID is found, the file will be encrypted and sent over a TLSv1.2 secure IP connection back 

to the requesting TKMD.  

 

 In the case of a manual LLID request, a message will appear under the Request LLID window 

indicating whether or not the LLID was found in the local Client data base. 

 

 

  



File Share The File Share web page is used to setup the sharing of Key Kettle files or Client files 

on a network of TKMDs. 

 

In this example the TKMD is setup to share with one other TKMD located at 192.168.1.204.  The 

TKMDs that are involved in the file share are set on the Network Configuration web page.  If the 

share TKMD has been found on the IP network, the MAC Address for the remote TKMD will 

appear in the third column of the table.  Radio buttons are used to enable which TKMD(s) to share 

with and also to designate which Key Kettle files to share.  If it is desired to share Client files, the 

range of Client numbers is entered in the final column of the File Share table. 

After setting up the File Share, click on “Share Key Files” or “Share Client Files” to initiate the 

file sharing. 

Entries in the File Share can be cleared by clicking “Clear” 

  



Network Configuration The TKMD IP Network and Share configuration is set using the Network 

Configuration web page. 

 

 

The IP address, Subnet Mask and Gateway IP address used by the TKMD are entered on this page.  

Care must be taken with these entries since the IP Address and Gateway must be within the Subnet 

Mask and will be rejected if not.  The MAC Address shown is read from the TKMD 

microprocessor chip and cannot be changed. 



Up to 10 Remote TKMD IP Addresses can be entered in the Network Configuration web page.  

Radio buttons are used to set how the Remote TKMDs are allowed to share with the local TKMD.  

If the Remote TKMD IP Address has been found on the connected IP network, the Remote TKMD 

MAC Address value will be displayed. 

The Red link to the Set Key page is for a future capability for a customer to uniquely set the File 

Share Base Key.  Files to be shared are AES encrypted using a key derived from this File Share 

Base Key, the name of the file and the type of a file.  To be able to decrypt a shared file, the File 

Share Base Key must be the same on both the source and destination TKMDs.  Currently this File 

Share Base Key is a fixed value in TKMD firmware, but in the future it will be customer-set to 

enhance file share security. 

 

  



Board Configuration The basic board settings for the TKMD are set on the Board Configuration 

web page. 

 

The above settings are typical and may be customized to meet individual setup requirements as 

noted in the following sections. 

  



Presets The Presets pulldown allows selection of several pre-loaded preset board configuration 

settings.  This menu also allows erasure of all settings and return to the Factory Default values. 

Crypto Officer The Crypto Officer user name and password can be entered in this section.  The 

password must contain an upper case letter, a lower case letter, a number and a special character 

and must be 8-10 characters long.  

Virtual Com Port Option This section is used to set up the Virtual Com Port which is useful to 

connect a Quantar or ATAC Radio Service Software RS-232 port to a remote location through the 

TKMD. 

Virtual Com Port User This section is used to set the user name and password for the Virtual 

Com Port. 

Debug Enable This section is to set the use of the RS-232 and USB ports on the TKMD.  

Recommended settings are Debug for the RS-232 port and V.24 I/O for the USB port.  If a file 

export is planned, the USB port should be set to None to keep from introducing extraneous USB 

output characters in the desired export text. 

TKMD Startup Option This section is used to set the startup operational mode for the TKMD.  

Usual settings are for Packet Data KMF or Quantar KMF with Automatic OTAR enabled.  Setting 

this option will ensure that the TKMD returns to an appropriate Operating Mode if power is 

interrupted without requiring Crypto Officer intervention. 

Connection Option This setting controls how the V.24 connection enables/disables the IP 

connection.  To prevent unexpected behavior, this should be set to No Quantar to prevent the 

interaction. 

TKMD Behavior Option This setting is used to change the TKMD from appearing to be a Quantar 

or a DIU on the V.24.  This setting will depend on which type of equipment to which the V.24 is 

connected. 

Latency This setting controls how many V.24 20 millisecond voice frames are stored prior to 

beginning to output the V.24 voice to the connected equipment.  A larger value introduces what 

may be a noticeable delay in voice traffic.  A lower latency may prevent the TKMD from correcting 

out-of-order voice packets or packets with unexpected or highly variable delays. 

RPT Option This setting defines how the TKMD handles the DFSI Voice/Data connection.  The 

options are: 

• Standard RTP This is the most usual operation and is consistent with the relevant TIA 

DFSI standards. 

• Enhanced RTP This is similar to above except for some manufacturer specific 

enhancements to assist in V.24 fidelity. 

• HDLC Server/Client Tunnel These modes are used to transport V.24 in a “Tunnel” mode 

on IP.  One device is set to Server and the connected device is set to Client.  This provides 

100% fidelity for V.24 transport over IP. 



• HDLC DTLS Server/Client Tunnel These modes are used to transport V.24 in a DTLS 

encrypted “Tunnel” mode on IP.  One device is set to Server and the connected device is 

set to Client.  This provides 100% fidelity for V.24 transport over IP with the added security 

of DTLS encryption of the V.24 packets. 

Voice/Data Transport Mode This setting is used to send each V.24 packet once, four times or 

eight times.  The repeat packets are spaced in time and interleaved which provides a great deal of 

immunity for transport on networks with poor packet delivery reliability.  Repeated packets are 

deleted by the receiver once one good copy of each packet has been received. 

Output Site Number This allows setting of the “Quantar Site Number” included in the V.24 

frames. 

DFSI NAC This setting allows selection of the Network Access Code used in the DFSI messaging. 

V.24 Settings This section allows the setting of the clock directions for the V.24 input and output.  

The V.24 board connections must be used since the TKMD does not have ribbon cable connection 

implemented. 

After making any changes to the settings on the Board Configuration web page click on the Save 

Board Config” button then click on “Apply Changes” button to make the changes.  This will cause 

a restart of the TKMD. 

  



Remote Configuration The Remote Configuration web page is used to setup the DFSI IP 

connection for the TKMD.  In this example, the connection is to a Codan DFSI Packet Data Base 

Station.  Settings for connection to a RF Technology or other DFSI Packet Data capable base 

Station would be similar. 

 

  



Battery Monitor The status of the TKMD internal Lithium Ion battery is displayed on the Battery 

Monitor web page. 

 

The current battery voltage (in millivolts) is displayed along with the stored battery voltage values 

for the previous 32 hours of operation.  The displayed voltage value will be Red if the battery is 

being charged and in Green if the battery is not being charged.  If the TKMD is not connected to 

external power, the battery will support the retention of critical parameters for as long as several 

weeks.  If the battery has been discharged, it may take several days for the battery charging 

circuitry to return the battery to full charge.  Complete discharge of the battery will result in the 

erasure of all Client files and other parameters and therefore must be avoided. 


